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Data protection policy 

This is the Data Protection Policy of the European Bobath Tutors’ Association (EBTA) and gives important information about:
data protection principles with which EBTA must comply;
what is meant by personal information (or data) and sensitive personal information (or data);
how we gather, use and (ultimately) delete personal information and sensitive personal information in accordance with the data protection principles;
where more detailed privacy information can be found, e.g. about the personal information we gather and use about you, how it is used, stored and transferred, for what purposes, the steps taken to keep that information secure and for how long it is kept; and
your rights 

1. [bookmark: 24056eda-5031-405b-965f-605deaff5cf4]Introduction
0. [bookmark: 6de513f1-9bc8-4ec4-be1b-ce73c99e537e]EBTA obtains, keeps and uses personal information (also referred to as data) about EBTA tutors (including honorary and retired members), individual EBTA members, therapists and lecturing professionals such as doctors who have agreed to receive information about EBTA.  Personal data is held by EBTA for a number of specific lawful purposes, as set out in the EBTA’s data protection privacy notice.
0. [bookmark: 14e0554f-a2ff-4c7f-b755-04aa9c5b1327][bookmark: c95cb9a8-31cc-444e-8e29-108ab483ba84]This policy sets out how we comply with our data protection obligations and seek to protect personal information relating to you. Its purpose is also to ensure you understand how we collect, use and manage personal information that we receive.  
0. [bookmark: c77aa7a1-17c9-42ea-bdf8-1213aeec1493]We are committed to complying with our data protection obligations, and to being concise, clear and transparent about how we obtain and use personal information and how (and when) we delete that information once it is no longer required.
0. [bookmark: _Ref514311464][bookmark: 6e1d00da-77da-4736-bfe3-73be85b94cb9]Patrick Algoet is responsible for data protection compliance within the EBTA. If you have any questions or comments about the content of this policy or if you need further information, you should email Patrick at info@bobathtutors.com

1. Scope

1. [bookmark: ff04d72b-0bf3-438d-8be8-2fef20b6e056]This policy applies to your personal information 
1. [bookmark: ef463e0d-b94f-410a-906d-3273c9d78a03]You should refer to EBTA’s Privacy Notice and, where appropriate, to its other relevant policies.

1. [bookmark: 96d965cb-9273-40cf-b3d7-10fd4d4523a8]Definitions
	EBTA 
	 European Bobath Tutors’ Association;

	Executive Committee
	the committee of EBTA appointed or co-opted in accordance with the EBTA constitution;

	data breach
	means a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, personal information;

	data subject
	means the individual to whom the personal information relates;

	personal information
	(sometimes known as personal data) means information relating to an individual who can be identified (directly or indirectly) from that information;

	processing information
	means obtaining, recording, organising, storing, amending, retrieving, disclosing and/or destroying information, or using or doing anything with it;

	pseudonymised
	means the process by which personal information is processed in such a way that it cannot be used to identify an individual without the use of additional information, which is kept separately and subject to technical and organisational measures to ensure that the personal information cannot be attributed to an identifiable individual;

	sensitive personal information
	(sometimes known as ‘special categories of personal data’ or ‘sensitive personal data’) means personal information about an individual’s race, ethnic origin, political opinions, religious or philosophical beliefs, trade union membership (or non-membership), genetics information, biometric information (where used to identify an individual) and information concerning an individual’s health, sex life or sexual orientation.


1. [bookmark: d9e6b344-cae1-41c4-a5d6-f39527bc5153]Data protection principles
3. [bookmark: 943c234c-0138-464e-809e-a754485166b3]EBTA will comply with the following data protection principles when processing personal information:
0. [bookmark: 76fa8456-cd3c-4487-ba0a-335deef85a81]we will process personal information lawfully, fairly and in a transparent manner;
0. [bookmark: c1cb891c-0330-422f-ab33-b5ceff5af79b]we will collect personal information for specified, explicit and legitimate purposes only, and will not process it in a way that is incompatible with those legitimate purposes;
0. [bookmark: 8416f4ab-beb5-4a6e-ba29-f038e459c3a1]we will only process the personal information that is adequate, relevant and necessary for the relevant purposes;
0. [bookmark: 422455b9-f22a-445d-8c42-659e35430f80]we will keep accurate and up to date personal information, and take reasonable steps to ensure that inaccurate personal information is deleted or corrected without delay;
0. [bookmark: 3701cc9b-5422-4cb5-ad80-ee036578c62f]we will keep personal information for no longer than is necessary for the purposes for which the information is processed; and
0. [bookmark: 45ca13c3-9caa-40a4-8bb9-b62bc0952ac3]we will take appropriate technical and organisational measures to ensure that personal information is kept secure and protected against unauthorised or unlawful processing, and against accidental loss, destruction or damage.

1. [bookmark: 90073279-a7af-4943-8fe9-215d691fc4dd]Basis for processing personal information
4. [bookmark: af3938aa-7be8-4ecc-a7a3-4fb9fd03c3fa]In relation to any processing activity we will, before the processing starts for the first time, and then regularly while it continues:
0. [bookmark: 020a6b02-07c7-4de1-8208-1a7ff132d92b]review the purposes of the particular processing activity, and select the most appropriate lawful basis (or bases) for that processing, i.e.:
0. [bookmark: 38d3c983-64f7-4761-8de9-478c3c007843]that the data subject has consented to the processing;
0. [bookmark: 6dcdc304-508a-4897-b13f-2266912cceab]that the processing is necessary for the performance of a contract to which the data subject is party or in order to take steps at the request of the data subject prior to entering into a contract;
0. [bookmark: 7d88ef39-b3e4-4377-a122-398347bc2cc3]that the processing is necessary for compliance with a legal obligation to which the EBTA is subject;
0. [bookmark: 1ec76a88-4708-4dd8-91c1-e9f8dd47f49c]that the processing is necessary for the protection of the vital interests of the data subject or another natural person;
0. [bookmark: cc66d04f-2d62-46ec-952b-79a97c63cfbf]that the processing is necessary for the performance of a task carried out in the public interest or exercise of official authority; or
0. [bookmark: 012e453e-7406-4253-9d0e-2ef30f571519]that the processing is necessary for the purposes of legitimate interests of the EBTA or a third party, except where those interests are overridden by the interests of fundamental rights and freedoms of the data subject—see clause 5.2 below.
0. [bookmark: 713fdd84-b6f5-40e1-a230-d00e4a373290]except where the processing is based on consent, satisfy ourselves that the processing is necessary for the purpose of the relevant lawful basis (i.e. that there is no other reasonable way to achieve that purpose);
0. [bookmark: efa0f45b-0957-40ea-b9b1-24f8dbc912b7]document our decision as to which lawful basis applies, to help demonstrate our compliance with the data protection principles;
0. [bookmark: 9ee86aec-aa14-4044-9ca0-350ccd417552]include information about both the purposes of the processing and the lawful basis for it in our relevant privacy notice(s);
0. [bookmark: 5add1bc8-4f4c-4dc8-9677-0ff8a7567eac]where sensitive personal information is processed, also identify a lawful special condition for processing that information (see paragraph 6 below), and document it; and
0. [bookmark: a3bd10e0-a5dc-4ac8-b33d-b486d950d91a]where criminal offence information is processed, also identify a lawful condition for processing that information, and document it.
4. [bookmark: 038a5b51-14d7-4346-9d7e-20ebe26d4e9e]When determining whether the EBTA’s legitimate interests are the most appropriate basis for lawful processing, we will:
1. [bookmark: bf96034f-57de-48a8-bf95-3a363b6d674a]conduct a legitimate interests assessment (LIA) and keep a record of it, to ensure that we can justify our decision;
1. [bookmark: 703df39f-e98a-4803-8430-c8c596d19760]if the LIA identifies a significant privacy impact, consider whether we also need to conduct a data protection impact assessment (DPIA);
1. [bookmark: ee1de0a6-0264-4537-802c-72f3bf6460bc]keep the LIA under review, and repeat it if circumstances change; and
1. [bookmark: 52b14cdd-cb24-4bc9-af4d-70bb4e815726]include information about our legitimate interests in our relevant privacy notice(s).

1. Special category personal data
5. [bookmark: 84a44845-5402-480f-8d35-c24fa762c980]Special categories of personal data are sometimes referred to as ‘sensitive personal data’.
5. [bookmark: 040cfb10-a34d-49bc-9080-c7c7fc5d9878]EBTA will not process any special category personal data.  If this changes, our members will be notified of the lawful basis under which we need to do this.
5. [bookmark: 725d0618-1db1-4fe1-b80c-ff73e2c85ca7]EBTA will not carry out automated decision-making (including profiling) based on any individual’s sensitive personal information.

1. [bookmark: b6b20daa-c2c3-4b26-924b-07e0c05beac1]Data protection impact assessments (DPIAs)
6. [bookmark: 2e0af872-1591-4f58-a57d-904db19d1e78]Where processing is likely to result in a high risk to an individual’s data protection rights (e.g. where EBTA is planning to use a new form of technology), we will, before commencing the processing, carry out a DPIA to assess:
0. [bookmark: 5683b9b6-64de-45d6-93a6-1f731c061312]whether the processing is necessary and proportionate in relation to its purpose;
0. [bookmark: f4834f76-533c-454f-b474-406c06b05e80]the risks to individuals; and
0. [bookmark: 02b09c2e-83ee-4ecc-9f8f-ac4f549f903c]what measures can be put in place to address those risks and protect personal information.

1. [bookmark: 8558d5b2-e701-4bf8-8bd1-422a83b4f994]Documentation and records
7. [bookmark: da6fa920-38e4-49c9-bed7-a0d4dcf0bc15]We will keep written records of processing activities, including:
0. [bookmark: 11bb3d4a-bac1-4101-a5c9-99b346e5be55]the purposes of the processing;
0. [bookmark: 59064b40-b0a3-42e0-8bd8-535de3d13713]a description of the categories of individuals and categories of personal data;
0. [bookmark: 39a06cd0-a584-428d-9b80-45434a7f970d]categories of recipients of personal data;
0. [bookmark: 4f8041c3-d5e3-4d62-841c-7c967ce0680c]where possible, retention schedules; and
0. [bookmark: 5de308a1-816a-4de7-8b1f-7c5b337e31e3]where possible, a description of technical and organisational security measures.
7. [bookmark: 1db01a16-1d56-45f4-a37b-d29984b154f9]As part of our record of processing activities we document, or link to documentation, on:
1. [bookmark: 92f5f0dc-bed0-495c-a6c5-cb98260c7647]information required for privacy notices;
1. [bookmark: b20664e3-976b-4683-8ca7-d09adaa33704]records of consent;
1. [bookmark: 4925b3c2-b25e-4e8a-b87b-2c6733f68c2c]controller-processor contracts;
1. [bookmark: 4cc713a8-d105-4120-b2f3-2d08024e69da]the location of personal information;
1. [bookmark: 52bb99a7-4151-46bb-9b12-21ed47622e35]DPIAs; and
1. [bookmark: 772b3054-71a9-46d8-ad7f-d3517944d3a4]records of data breaches.
7. [bookmark: 0c9eea0d-7466-404f-b32b-21cfb323a7d2]We will conduct regular reviews of the personal information we process and update our documentation accordingly. This may include:
2. [bookmark: abf7b383-0cee-4266-9557-afcafe8d401c]carrying out information audits to find out what personal information EBTA holds;
2. [bookmark: ebba31c3-e48d-48ff-b03f-73b7c3d92b11]distributing questionnaires and talking to members of EBTA to get a more complete picture of our processing activities; and
2. [bookmark: 796d1966-ed3f-45c1-ad7a-599daa3b713c]reviewing our policies, procedures, contracts and agreements to address areas such as retention, security and data sharing.

1. [bookmark: dc978ee4-5942-46f8-8350-4c241fc0a124]Privacy notice
8. [bookmark: 59aa9eab-ef88-4781-b2c4-e8693993bb46]EBTA will issue privacy notices from time to time, informing you about the personal information that we collect and hold relating to you, how you can expect your personal information to be used and for what purposes.

1. [bookmark: c8e48ace-46d0-49c9-a9eb-f4c450583ea6]Individual rights
9. [bookmark: 4fae420f-adf7-4d99-be4d-00b4a503b2d1]You have the following rights in relation to your personal information:
0. [bookmark: a54a0abe-9700-4f4d-994d-d619ccff2e44]to be informed about how, why and on what basis that information is processed—see EBTA’s Privacy Notice.
0. [bookmark: 7efd064a-8b0e-4bdf-b913-14ce4b213c0f]to obtain confirmation that your information is being processed and to obtain access to it and certain other information, by making a subject access request;
0. [bookmark: f7934cde-a78b-4dd7-b244-147c755f2953]to have data corrected if it is inaccurate or incomplete;
0. [bookmark: 0115d372-0848-4958-98dd-f223f8fcfc8d]to have data erased if it is no longer necessary for the purpose for which it was originally collected/processed, or if there are no overriding legitimate grounds for the processing (this is sometimes known as ‘the right to be forgotten’);
0. [bookmark: 1237b9c2-e470-4833-ab60-cd78c7f3c187]to restrict the processing of personal information where the accuracy of the information is contested, or the processing is unlawful (but you do not want the data to be erased), or where the controller no longer needs the personal information, but you require the data to establish, exercise or defend a legal claim; and
0. [bookmark: 60c99f70-99fa-480f-aa70-890ad558db1f]to restrict the processing of personal information temporarily where you do not think it is accurate or where you have objected to the processing (we are considering whether the organisation’s legitimate grounds override your interests).
9. [bookmark: 3b86c9c2-134e-46c6-b960-d3b579b224c0]If you wish to exercise any of the rights in paragraphs 10.1.2 to 10.1.6, please notify Patrick Algoet at info@bobathtutors.com.

1. [bookmark: 4856819d-6d3e-41c3-a4aa-2f512f747848]Information security
10. [bookmark: f05a00cb-284c-4d89-8029-cec203e52b20]EBTA will use appropriate technical and organisational measures to keep personal information secure, and in particular to protect against unauthorised or unlawful processing and against accidental loss, destruction or damage. These may include:
0. [bookmark: 4641e68a-56a4-4086-aa75-4696fd93bca7]making sure that, where possible, personal information is pseudonymised or encrypted;
0. [bookmark: 6a54e847-f09d-4fcf-a04c-610c298441b3]ensuring the ongoing confidentiality, integrity, availability and resilience of processing systems and services;
0. [bookmark: f486bdb8-e1cb-494d-98c3-a801ab2fc8ff]ensuring that, in the event of a physical or technical incident, availability and access to personal information can be restored in a timely manner; and
0. [bookmark: 97177841-d396-406a-8aba-679099a6f5a2]a process for regularly testing, assessing and evaluating the effectiveness of technical and organisational measures for ensuring the security of the processing.

1. [bookmark: 1556363d-c7fa-4456-9e33-0e8765074425]Storage and retention of personal information
11. [bookmark: 0b7b291c-9924-4239-961c-2de37ebacbb0]EBTA will use appropriate technical measures to store personal information.
11. Personal information (and sensitive personal information) that is no longer required will be deleted permanently from our information systems (or put beyond use if this is not possible) and any hard copies will be destroyed securely.

1. [bookmark: 2ea79c3b-6c67-4dcd-9750-7e06c95fa632]Data breaches
12. [bookmark: 7c8a1aa7-351a-4205-bad4-bbf50e20c80e]A data breach may take many different forms, for example:
0. [bookmark: cbd125f0-d02c-4eac-9c6f-888fc11ecb7b]loss or theft of data or equipment on which personal information is stored;
0. [bookmark: 485a2191-ccfe-4f72-a91c-372a943ef150]unauthorised access to or use of personal information either by a member of staff or third party;
0. [bookmark: 46451e61-9c54-4a32-8639-fdac58113ddb]loss of data resulting from an equipment or systems (including hardware and software) failure;
0. [bookmark: 131ae113-d534-426f-94e0-f012e5abb05a]human error, such as accidental deletion or alteration of data;
0. [bookmark: 923a23fa-25c2-4124-860b-de2d2aff7f06]unforeseen circumstances, such as a fire or flood;
0. [bookmark: 787ec381-cb65-4fe5-ab94-e059ce64635a]deliberate attacks on IT systems, such as hacking, viruses or phishing scams; and
0. [bookmark: 4e2d8453-9626-4c8a-8380-2f573645a864]‘blagging’ offences, where information is obtained by deceiving the organisation which holds it.
12. [bookmark: e95f4374-1eed-4c4c-9edf-1ddb227a6029]EBTA will:
1. [bookmark: eb9065d9-9ae1-4d51-99b1-8c5af10ad518]make the required report of a data breach to the Information Commissioner’s Office without undue delay and, where possible within 72 hours of becoming aware of it, if the breach is likely to result in a risk to the rights and freedoms of individuals; and
1. [bookmark: a8ed3577-33a9-44ff-b445-f09ce79aafa0]notify the affected individuals if a data breach is likely to result in a high risk to their rights and freedoms and notification is required by law.

1. [bookmark: 0c2bd1ba-02f7-4411-b512-57f97e00da01]International transfers
13. [bookmark: 5c671926-0aff-4eec-b06e-710b94730744]EBTA will share personal information with contacts in the EBTA organisation outside the European Economic Area (EEA). The EEA comprises the countries in the European Union and Iceland, Liechtenstein and Norway.  Personal information will not be transferred to other companies, individuals or organisations outside of EBTA in the EEA.

1. [bookmark: bbd7a6e2-5052-4977-afee-74e3c026ba56]Training
EBTA will ensure that its Executive Committee, the Treasurer and other officers are adequately trained regarding their data protection responsibilities. 
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